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Warranty and liability 
 

Note The application examples are not binding and do not claim to be complete 
regarding the circuits shown, equipment and any other eventuality. The 
application examples do not represent customer-specific solutions. They are only 
intended to provide support for typical applications. You are responsible for 
ensuring that the described products are used correctly. These application 
examples do not relieve you of the responsibility to use safe practices in 
application, installation, operation and maintenance. When using these 
application examples, you recognize that we cannot be made liable for any 
damage/claims beyond the liability clause described. We reserve the right to 
make changes to these application examples at any time without prior notice.  
If there are any deviations between the recommendations provided in these 
application examples and other Siemens publications – e.g. catalogs – the 
contents of the other documents have priority. 

We do not accept any liability for the information contained in this document. 

Any claims against us – based on whatever legal reason – resulting from the use of 
the examples, information, programs, engineering and performance data, etc. 
described in this application example, shall be excluded. Such an exclusion shall 
not apply in the case of mandatory liability, e.g. under the German Product Liability 
Act ("Produkthaftungsgesetz"), in case of intent, gross negligence or injury of life, 
body or health, guarantee for the quality of a product, fraudulent concealment of a 
deficiency or breach of a condition which goes to the root of the contract 
("wesentliche Vertragspflichten"). The damages for a breach of a substantial 
contractual obligation are, however, limited to the foreseeable damage, typical for 
the type of contract, except in the event of intent or gross negligence or injury to 
life, body or health. The above provisions do not imply a change in the burden of 
proof to your detriment. 

 

Any form of duplication or distribution of these application examples or excerpts 
thereof is prohibited without the express consent of Siemens AG. 

 

Security 
informati
on 

Siemens provides products and solutions with industrial security functions that 
support the secure operation of plants, solutions, machines, equipment and/or 
networks. They are important components in a holistic industrial security 
concept. With this in mind, Siemens' products and solutions undergo continuous 
development. Siemens recommends strongly that you regularly check for 
product updates. 

For the secure operation of Siemens products and solutions, it is necessary to 
take suitable preventive action (e.g. cell protection concept) and integrate each 
component into a holistic, state-of-the-art industrial security concept.  Third-party 
products that may be in use should also be considered.  For more information 
about industrial security, visit http://www.siemens.com/industrialsecurity. 

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit 
http://support.automation.siemens.com. 

 

 

 

http://www.siemens.com/industrialsecurity
http://support.automation.siemens.com/
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1 Accessing a SINUMERIK 828D 

1.1 Remote maintenance 

Using the "Remote diagnostics" function, you can access the SINUMERIK control 
system to be maintained from any location. Assuming that the control system is 
integrated in a network, remote maintenance can be carried out without any 
problem. There are various options of connecting external devices with 
SINUMERIK. This depends on the existing network structure. The easiest way of 
reading out data from a SINUMERIK control system is to connect the control with 
an external PC via an Ethernet cable.  
VNC Viewer is used to access the SINUMERIK control system; this software must 
be installed on the PC being used. In the following, a connection is to be 
established between a SINUMERIK 828D control system and a commercially 
available notebook. Using the interfaces/ports available at the notebook (HDMI, 
VGA, etc.), the screen that is generated can be transferred to an external monitor.  

 

Figure 1-1 Accessing a SINUMERIK 828D using UltraVNC Viewer 
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2 Using VNC software to access a 
SINUMERIK 828D 

2.1 Overview  

Virtual Network Computing (VNC) is a software that displays the screen contents of 
a remote computer (VNC server) on a local computer (VNC Viewer).  
The keyboard and mouse movements of the local computer are sent to the remote 
computer. This means an operator at a remote computer can operate without 
having to be locally on site. A connection between VNC Viewer and the server 
makes sense in order to operate HMI applications, for example. This means that 
many services in the IT domain can be executed using the VNC protocol. 
In order to be able to access a SINUMERIK control system, the control must be 
connected to the computer being used in a network. This is possible using a direct 
connection or via a TCP IP connection (via the Internet). The settings, which must 
be made at the SINUMERIK or at the computer being used in order to establish a 
basic connection between a SINUMERIK 828D and a notebook, are described 
step-by-step in the following.  
Knowledge about setting up networks, configuring firewalls and setting up routers 
with NAT is not necessary in order to use the application. 
 
Figure 2-1 Login screen form of the UltraVNC Viewer 
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2.2 Settings at the SINUMERIK 

To establish a connection between a SINUMERIK and a computer, the following 
settings must be made at the SINUMERIK. The basic precondition is the physical 
connection between the computer and the control system. A network cable must be 
connected at the front of the SINUMERIK 828D at port X127.  

 

Figure 2-1 Front view of a SINUMERIK 828D 
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The navigation starts in the basic machine screen, where the "Diagnostics" softkey 
must be actuated. 

 

Figure 2-2 Basic machine screen of the SINUMERIK 

 

 
The operator then navigates to "Remote diagnostics".  

 

Figure 2-3 Diagnostics menu in SINUMERIK 

 

 
By actuating the "Change" softkey (Fig. 2-4), the rights relating to the remote 
access and the response when actuating remote access can be modified. 
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Figure 2-4 Remote diagnostics menu 

 
 

The following settings can be accepted as shown in Figure 2-5. This is realized by 
actuating the "OK" softkey. 

 

Figure 2-5 Remote maintenance menu  
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2.3 Settings at the computer 

When remotely accessing a SINUMERIK from a PC, additional settings must be 
made at the PC. To do this, the properties of the LAN port (Fig 2-6) are opened. 
You can find these in the Windows start menu under Control Panel in the Network 
and Sharing Center. The TCP/IP properties of the Local Area Connection should 
be selected, and it must be ensured that the IP address is automatically retrieved 
(Fig. 2-7). The network cable should then be connected to port X127 of the PC. 

 

Figure 2-6 Selecting the Internet Protocol 

 

 
Figure 2-7 Assigning the IP address  
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You can see the status of the Local Area Connection Port under Network Support. 
The assigned IP address and the IP address of the control can be viewed. 

 

Figure 2-8 Display of the connection status between PC and control 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IP of the control 
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2.3.1 Installing the Ultra Viewer software 

The UltraVNC Viewer software must be installed on the PC. The following 
diagrams 2-9 to 2-20 show the operator the installation, step-by-step. Two different 
versions (for windows 32 and 64 bit) of the UltraVNC Viewer are available through 
the Siemens "Sinupedia" Internet page. 

 

 UltraVNC Windows 32bit 

 UltraVNC Windows 64bit 
 

Figure 2-9 Downloading the UltraVNC Viewer  

 

 

 

After you have selected the language for the setup, installation is started by 
pressing the "OK" softkey (Fig. 2-10). The installation is menu prompted and 
provides the operator with the appropriate installation instructions.  

  

Figure 2-10 Selecting the installation language 

 

 

 

 

 

 

 

 

 

 

http://www.sinupedia.de/images/Downloads/Computer_Files/Windows/UltraVNC_1_1_8_X86_Setup.exe
http://www.sinupedia.de/images/Downloads/Computer_Files/Windows/UltraVNC_1_1_8_X64_Setup.exe
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Figure 2-11 Setup Wizard for the UltraVNC Viewer 

 

 

Figure 2-12 Accepting the license conditions 
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Figure 2-13 Information for installing the UltraVNC Viewer 

 

 

 

 

 

 

Figure 2-14 Selecting the target folder for the installation 
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Figure 2-15 Selecting the components for installation 

 

 

 

Figure 2-16 Creating the program link 
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Figure 2-17 Selecting additional tasks of the UltraVNC Viewer 

 

 

 

Figure 2-18 Confirming the data for the final installation of the UltraVNC Viewer   
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Figure 2-19 General information for the setup of the UltraVNC Viewer 

 

 

 

 

Figure 2-20 Completing installation 
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2.3.2 Settings in the UltraVNC Viewer software 

The UltraVNC Viewer must be opened, and the IP address of the control entered 
(Fig. 2-21).  

 

Figure 2-21 Starting window of the UltraVNC Viewer 

 

 
The screen content can be scaled under Options, for instance. 

 
Figure 2-22 Possibilities for setting various UltraVNC Viewer options  
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A password prompt can appear after pressing the "Connect" button (Fig. 2-21). The 
password to be entered is "password". 

 

Figure 2-23 UltraVNC Viewer authentication 

 
 

2.3.3 Confirming the release 

The final prompt must be confirmed within ten seconds on the SINUMERIK control 
by pressing "OK". Once this has been correctly done, the operator can access a 
SINUMERIK 828D control from an external PC. 

 

Figure 2-24 Connect query on the SINUMERIK side 
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The PC screen (system data in the commissioning menu) is displayed on an 
external monitor or PC projector using a video output (VGA, HMI, etc.). 

 

Figure 2-25 Output of the SINUMERIK user interface on an external screen 
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2.4 Problems that might occur 

If an UltraVNC Viewer connection was not able to be established, then the 
SINUMERIK firewall settings should be checked. To do this, in the basic machine 
screen, using the "Commissioning" softkey, the operator navigates to "System 
data" (Fig. 2-27). It is preconditioned that the manufacturer password has been set. 

 

Figure 2-26 Basic machine screen to select various processing menus 

 
 
Figure 2-27 Calling system data 
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The basesys.ini file is in the system data manager (Fig. 2-28). 

 

Figure 2-28 Navigation to the basesys.ini file 

 

 

This file (basesys.ini) must be opened and in the file, a search made for the 
"Firewall" term (Fig. 2-29). 

 

Figure 2-29 Calling the baseys.ini file 
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The firewall port is activated, by removing the semicolon of the selected line, as 
can be seen in Fig. 2-30. The basesys.ini file is closed, and the machine switched 
off. The change that has been made becomes effective the next time that the 
control powers up (boots). The SINUMERIK user interface is to be displayed on the 
external monitor.  

 

Figure 2-30 Activating the firewall in the basesys.ini file 
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3 Contact 
 

Siemens AG 

Industry Sector 
DF MC MTS APC 
Frauenauracher Strasse 80 
91056 Erlangen 
Germany 
mailto: MC-MTS-APC-Tech-Team.i-dt@siemens.com 

 

mailto:MC-MTS-APC-Tech-Team.i-dt@siemens.com
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4 History 
 

Table 4-1 

Version Date Modifications 

V1.0 07/2015 First version 

   

   

 

 


