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Warranty and liability

Note The application examples are not binding and do not claim to be complete
regarding the circuits shown, equipment and any other eventuality. The
application examples do not represent customer-specific solutions. They are only
intended to provide support for typical applications. You are responsible for
ensuring that the described products are used correctly. These application
examples do not relieve you of the responsibility to use safe practices in
application, installation, operation and maintenance. When using these
application examples, you recognize that we cannot be made liable for any
damage/claims beyond the liability clause described. We reserve the right to
make changes to these application examples at any time without prior notice.
If there are any deviations between the recommendations provided in these
application examples and other Siemens publications - e.g. catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data, etc.
described in this application example, shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act ("Produkthaftungsgesetz"), in case of intent, gross negligence or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
("wesentliche Vertragspflichten"). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change in the burden of
proof to your detriment.

Any form of duplication or distribution of these application examples or excerpts
thereof is prohibited without the express consent of Siemens AG.

_Security_ Siemens provides products and solutions with industrial security functions that

informati  support the secure operation of plants, solutions, machines, equipment and/or

on networks. They are important components in a holistic industrial security
concept. With this in mind, Siemens' products and solutions undergo continuous
development. Siemens recommends strongly that you regularly check for
product updates.

For the secure operation of Siemens products and solutions, it is necessary to
take suitable preventive action (e.g. cell protection concept) and integrate each
component into a holistic, state-of-the-art industrial security concept. Third-party
products that may be in use should also be considered. For more information
about industrial security, visit http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit
http://support.automation.siemens.com.

Using VNC Viewer
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1 Accessing a SINUMERIK 828D

1
1.1

Accessing a SINUMERIK 828D

Remote maintenance

Using the "Remote diagnostics" function, you can access the SINUMERIK control
system to be maintained from any location. Assuming that the control system is
integrated in a network, remote maintenance can be carried out without any
problem. There are various options of connecting external devices with
SINUMERIK. This depends on the existing network structure. The easiest way of
reading out data from a SINUMERIK control system is to connect the control with
an external PC via an Ethernet cable.

VNC Viewer is used to access the SINUMERIK control system; this software must
be installed on the PC being used. In the following, a connection is to be
established between a SINUMERIK 828D control system and a commercially
available notebook. Using the interfaces/ports available at the notebook (HDMI,
VGA, etc.), the screen that is generated can be transferred to an external monitor.

Figure 1-1 Accessing a SINUMERIK 828D using UltraVNC Viewer

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

2

2.1

Using VNC software to access a
SINUMERIK 828D

Overview

Virtual Network Computing (VNC) is a software that displays the screen contents of
a remote computer (VNC server) on a local computer (VNC Viewer).

The keyboard and mouse movements of the local computer are sent to the remote
computer. This means an operator at a remote computer can operate without
having to be locally on site. A connection between VNC Viewer and the server
makes sense in order to operate HMI applications, for example. This means that
many services in the IT domain can be executed using the VNC protocol.

In order to be able to access a SINUMERIK control system, the control must be
connected to the computer being used in a network. This is possible using a direct
connection or via a TCP IP connection (via the Internet). The settings, which must
be made at the SINUMERIK or at the computer being used in order to establish a
basic connection between a SINUMERIK 828D and a notebook, are described
step-by-step in the following.

Knowledge about setting up networks, configuring firewalls and setting up routers
with NAT is not necessary in order to use the application.

Figure 2-1 Login screen form of the UltraVNC Viewer

UltraWMNC Viewer - Wi

VMC Seryver: 192.168.215.1
( host:display ar host::part )

Quick Options
@ ALTO {Auto select best settings)
(T ULTRA {=2Mbitfs) - Experimental
i LAN {= 1Mbit/s) - Max Coalors
(7)MEDIUM (128 - 256Kbit/s) - 256 Colors
(7)MODEM (19 - 128Kbit/s) - 64 Colors
() sLow {= 19kkbit/s) - 8 Colors
(7 MAMUAL  {Use options button )

[ view only  [] Auto Scaling  [] Confirm Exit

[use DSMPlugin ~ No Plugin detected...
[] Proxy /Repeater

[1. 1920 x 1080 @& 0,0 - 32-hit - 60 Hz

[] save connection settings as default Delete saved settings ]

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

2.2 Settings at the SINUMERIK

To establish a connection between a SINUMERIK and a computer, the following
settings must be made at the SINUMERIK. The basic precondition is the physical
connection between the computer and the control system. A network cable must be
connected at the front of the SINUMERIK 828D at port X127.

Figure 2-1 Front view of a SINUMERIK 828D

Using VNC Viewer
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The navigation starts in the basic machine screen, where the "Diagnostics" softkey
must be actuated.

Figure 2-2 Basic machine screen of the SINUMERIK

B6/25/15
M, A |

SIEMENS =)
17 Reset MRD| Ll
Machine Position [mm] TF5
MX1 -794.998 T SF_UHM_D8_33N  R3985
MYt 4.690 it o
o F 0.600
m1Z1 942?5030 0.600 mm/min 0.6%
' S1 o
BG54 Master 8 100%

M9 D

Program Diag-
manager nostics

ncTOUCH

Machine | Parameter | Program Setup

The operator then navigates to "Remote diagnostics".

Figure 2-3 Diagnostics menu in SINUMERIK
3000 +

Emergency stop

Date 4  Delete Number Text
97/21/15
19717380 PM 3000 Emergency stop
-— [7] 3006  Emergency stop I
Sort
I
-
I
I
I
Alarm | [, INC/PLC i .
log uariah. Uerslun

By actuating the "Change" softkey (Fig. 2-4), the rights relating to the remote
access and the response when actuating remote access can be modified.

Using VNC Viewer
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Figure 2-4 Remote diagnostics menu

B6/25/15

Remote diagnostics (RCS)

Rights for remote access

Selected in HMI [ Allow remote monitoring [~]
Specified by PLC [ Allow remote operation [~]
Resulting from this Allow remote monitoring
Behavior for remote access confirmation
Confirmation dialog display time 2s
Afterwards remote access is automatically | allowed [~] I
Allow
modem
I
Current state: No remote access active

Alarm | NC/PLC| =] Easy il .
=| |og uariah. Msg. Uersmn

The following settings can be accepted as shown in Figure 2-5. This is realized by
actuating the "OK" softkey.

Figure 2-5 Remote maintenance menu

A

B6/25/15
9:24 AM

Remote diagnostics (RCS)
Rights for remote access
Selected in HMI [ Allow remote monitoring [&1
Specified by PLC | Allow remote operation [~
Resulting from this Allow remote monitoring .
Behavior for remote access confirmation
Confirmation dialog display time 10 s
Afterwards remote access is automatically denied I
I
Current state: No remote access active 0 x |
ancel
Rlarm | [, NC/PLC| [ Easy i .
log |V variah. Msg. Uersmn

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

2.3 Settings at the computer

When remotely accessing a SINUMERIK from a PC, additional settings must be
made at the PC. To do this, the properties of the LAN port (Fig 2-6) are opened.
You can find these in the Windows start menu under Control Panel in the Network
and Sharing Center. The TCP/IP properties of the Local Area Connection should
be selected, and it must be ensured that the IP address is automatically retrieved
(Fig. 2-7). The network cable should then be connected to port X127 of the PC.

Figure 2-6 Selecting the Internet Protocol

[ Local Area Connection Properties

Networking | Authentication | Sharing

Connect using:
l_-?‘ Intel(R) 82575LM Gigabit Metwork Connection

This connection uses the following items:

9% Client for Microsoft Networks -
QQOS Packet Scheduler
.Q File and Printer Sharing for Microsoft Networks -
& SIMATIC Industrial Ethemet {150)

-+ PROFINET 10 RT-Protocol V2.0 ]
& Intemet Protocol Version & (TCP/IPvE)

-4 Intemet Protocol Version 4 (TCP/IPv4) -
4 1 | »
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

ok | [ Ccancel

Figure 2-7 Assigning the IP address
2 x

General ‘ Alternate Configuration ‘

‘You can get [P settings assigned automatically if your network supports
this capability. Otherwize, you need to ask your network administrator
for the appropriate IF settings.

(@) Obtain an IP address automatically

1P address:
Subnet mask;

Default gateway:

(@) Obtain DNS server address automatically
(71 Use the following DNS server addresses:
Preferred DMS server:

Alternate DNS server:

Validate settings upon exit

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

You can see the status of the Local Area Connection Port under Network Support.

The assigned IP address and the IP address of the control can be viewed.

Figure 2-8 Display of the connection status between PC and control

ki- Status von Local Area Connection

Allgemein | Netzwerkunterstiitzung

Werbindungsstatus
.‘lﬂ Adresstyp:
|IP-Adresse:
Subnetzmaske:

Standardgateway:

Es wurden keine Probleme bei dieser
Werbindung gefunden. Klicken Sie auf
"FReparieren”, wenn Sie keine Yerbindung
herstellen kinnen.

“Won DHCP zugewieszen

192168.215.2

192.168.215.1

Fieparieren

IP of the control

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

2.3.1 Installing the Ultra Viewer software

The UltraVNC Viewer software must be installed on the PC. The following
diagrams 2-9 to 2-20 show the operator the installation, step-by-step. Two different
versions (for windows 32 and 64 bit) of the UltraVNC Viewer are available through
the Siemens "Sinupedia” Internet page.

e UltraVNC Windows 32bit
e UltraVNC Windows 64bit

Figure 2-9 Downloading the UltraVNC Viewer

& View Downloads - Windows Internet Explarer

View and track your downloads Search downloads P

Name Location Actions

Ultl’aVNC_l_l....E.‘}(E 3,51 MB Do you want to run or save

this program? Run Save M

sinupedia.de

After you have selected the language for the setup, installation is started by
pressing the "OK" softkey (Fig. 2-10). The installation is menu prompted and
provides the operator with the appropriate installation instructions.

Figure 2-10 Selecting the installation language

i T

Select Setup Language

installation:

Select the language to use during the

| English -

[ Ok ][ Cancel ]

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

Welcome to the UltraVNC Setup
Wizard
This will install UltraVMC 1. 1.8 on your computer,

Itis recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Copyright (C) 1983,
59 Temple Place - 5
Everyone is permit

allowed.

GNU GENERAL FUBLIC LICENSE

copies of this license deocument, but changing it is not

[]»

Version 2, June 1951

1991 Free Software Foundation, Inc.
uite 330, Boston, MR 02111-1307, U5A
ted to copy and distribute wverbatim

Tham s e T e

(7)1 accept the agreement

@ I do not accept the agreement

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dick Next.

[

e e e e e e e e e e e e o e o e e e e e e e

* Ultz@VNC - Latest modifications - History

*%*y1.1.8 (Mov Z01Z)

—addad support windows 8

{ mew capture engine)

-several bug fixes

-better multi monitor support

-new vncpasswd + encryption.

Instead of using the password as part of the encryption,
we now check the password insite the encryption by the
server. This zllow the server to balcklist servers after
x fault password.

< Badk ][ Next > ][ Cancel

Figure 2-14 Selecting the target folder for the installation

d Select Destination Location
Where should UltraVMC be installed?

l Setup will install Ulira¥MC into the following folder.

To continue, dick Mext. If you would like to select a different folder, dlick Browse.

|C:1|Program Filesuvnc bvbaUltravMC | [ Browse...

At least 2.7 MB of free disk space is required.

< Back ][ MNext = J’ Cancel

Umtimnan [ licta lacehan ||

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

Figure 2-15 Selecting the components for installation

| Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

|Fu|| installation | - |
[T Ulra¥MC Server Silent 4,2 MB
Ultra¥MNC Server 4,2 MB
Ultra¥MNC Viewer 1.5MB
[T Upgrade 1.0.81.0.9 .. Upgrade can be done while vnc is running 5.6 MB

Current selection requires at least 6.8 MB of disk space.

< Back ][ Mext = ][ Cancel

Inbinnan [ Victa laerkhan ||

Figure 2-16 Creating the program link

Ul select Start Menu Folder
Where should Setup place the program's shortcuts?

i Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dlick Browse.

(Utravnic | | Browse...

< Back ][ Mext = ][ Cancel

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

Figure 2
[

Ul select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing UltraVNC,
then dick Mext.

Server configuration:
|:| Register UltraWMC Server as a system service
|:| Start or restart UltraVNC service

[ create UltravNC desktop icons
[ Assodate Ulira¥MNC Viewer with the .vnc file extension

< Back ][ Mext = ][ Cancel

[ TP —— P _w=— 11

Figure 2-18 Confirming the data for the final installation of the UltraVNC Viewer
B Y R v -x "
Setup - UltraV/ -

Ready to Install
Setup is now ready to begin installing Ultra¥MC on your computer,

Click Install to continue with the installation, or didk Back if you want to review or
change any settings.

Destination location: -
C:\Program Files\uvnc bvbaiUltravie

Setup type:
Full installation

Selected components:
UltraWNC Server
UltraWNC Viewer

Start Menu folder:
UltraviC

< Back ” Inztall ][ Cancel

Using VNC Viewer
Entry-ID: 109477688, V1.0, 07/2015

15



2 Using VNC software to access a SINUMERIK 828D

© Siemens AG 2015 All rights reserved

Figure 2-19 General information for the setup of the UltraVNC Viewer

) =l | aleBMaF-TalaiTr=Yaval lal=Ta cusenlomde A ek

l Information p
Please read the following important information before continuing. i i

When you are ready to continue with Setup, dids Next,

[ »

Ultr @VNC 1. 1.8 Release - Movember 2012

Copyright (C) 2002-2012 Ultr @VNC Team - All rights reserved

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

- PR T S RN TR TR | ra

Figure 2-20 Completing installation

A Completing the UltraVNC Setup
Wizard

Setup has finished installing Ultra¥MC on your computer. The
application may be launched by selecting the installed icons.

Clidk Finish to exit Setup.

<Back || Finish |

Using VNC Viewer
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2.3.2 Settings in the UltraVNC Viewer software

The UltraVNC Viewer must be opened, and the IP address of the control entered
(Fig. 2-21).

Figure 2-21 Starting window of the UltraVNC Viewer

VNC Server: 192.168.215.1 - E]

( host:display or host::port )

Quick Options
@ AUTO (Auto select best settings)
() ULTRA {=2Mbit/s) - Experimental

@) LAN (> 1Mbit/s) - Max Colors

(7)MEDIUM (128 - 256Kbit/s) - 256 Colors
(T)MODEM (19 - 128Kbitfs) - 64 Colors
@) sLow (< 19kKbit/s) - 8 Colors

(7) MANUAL  { Use options button )

[Iview Only  [] Auto Scaling ] Confirm Exit

[[Juse DSMPlugin Mo Flugin detected... - Config

[CProxy/Repeater

[1. 1920 x 1080 @ 0,0 - 32-bit - 60 Hz -

[] save connection settings as default Delete saved settings

The screen content can be scaled under Options, for instance.

Figure 2-22 Possibilities for setting various UltraVNC Viewer options

kConneclion Options... @

Format and Encoding Mouse and Keyboard

[¥] Auto select best settings [“] Emulate 3 Buttons (with 2-button click)
[[] swap mouse buttons 2 and 3
[] 3apanese keyboard

: ' (%) Track remote cursor locally
et (O Let remote server deal with mouse cursor

(O Don't show remote cursor

Display

[V] show Buttons Bar (“Toolbar")
[]view only (inputs ignored)
[CFull-screen mode

Viewer Scale: [ Jauto by W vl
Server Screen Scaleby: 1§ gs

0

Misc |
v 0 | number of times the reconne 73 hpted
Share the Server [0 | 80

[T] peiconify on Bell : 35
[ ] Disable ch b [[]Do not display the sponsor gg ht
Lo J Lm:l'

125
150
200
300
400

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

A password prompt can appear after pressing the "Connect" button (Fig. 2-21). The
password to be entered is "password".

Figure 2-23 UltraVNC Viewer authentication

k\'NC Authentication

Password: .
[ Log On i[ Cancel ]

2.3.3 Confirming the release
The final prompt must be confirmed within ten seconds on the SINUMERIK control
by pressing "OK". Once this has been correctly done, the operator can access a
SINUMERIK 828D control from an external PC.
Figure 2-24 Connect query on the SINUMERIK side
A\\ ':’%? 393@ + Emergency stop %
Remote diagnostics (RCS)
Rights for remote access _
Selected in HMI | Allow remote operation |V|
Specified by PLC Allow remote operation v |
Remote diagnostics
Resu .
Notice I
Eehau An external PC wants to
take over operation of the controller. ]
Confi Do you want to allow this?
After
(AENANNNNENNNNNNNNNNN 15 —
Current state: Remote access active *
No
v
Yes
Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

The PC screen (system data in the commissioning menu) is displayed on an
external monitor or PC projector using a video output (VGA, HMI, etc.).

Figure 2-25 Output of the SINUMERIK user interface on an external screen

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

2.4 Problems that might occur

If an UltraVNC Viewer connection was not able to be established, then the
SINUMERIK firewall settings should be checked. To do this, in the basic machine
screen, using the "Commissioning" softkey, the operator navigates to "System

data" (Fig. 2-27). It is preconditioned that the manufacturer password has been set.

Figure 2-26 Basic machine screen to select various processing menus

Iry
M R T
SIEMENS | =
% Reset MRD]
Machine Position [mm] TFS
MX1 -794.998 T SFUAMLDSIEN R s
2501 .
MY1 4.690 : 2000
M21 —9.000 0000 mmjmin 0.8%
MA1 43.153°
51 o ot
Master @ 108%
HtG54
0 0 100, _’é_
REF.POINT
Iryy
MO DA
Machine | Parameter | Program fnr:r?;;; g:t?gs Setup

Figure 2-27 Calling system data

Machine configuration

Machine axis

Index Name Type
1 M1 Linear
2 MY Linear
3 M2 Linear
4 MSP1 Spindle
5 MAl Rotary

Mach.
data

Using VNC Viewer
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Current access level: Manufacturer

Drive
No.

g = W M

Identifier

SERUO_3.3:6
SERUO_3.3:4
SERUO_3.3:5
SERUO_3.3:3
SERUO_3.3:7

BG/25/15
9:26 AM

Mator -
Tupe Channel -
SRM CHAN1

SRM CHAN1
SRM  CHANT language
ARM CHAN1 -
SRM CHAN1

(po)
Pass-
word
. data-

@ Optim./
- test
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The basesys.ini file is in the system data manager (Fig. 2-28).

Figure 2-28 Navigation to the basesys.ini file

B6/25/15

Date
06/22/15 4:31:36 PM
06/22/15 4:31:38 PM
86/23/15 9:03:30 AM

Tupe  Length
= (1 Part programs DIR
E- (2 Subprograms DIR
£ Workpieces DIR
B3 NET
=1 5HARE
= System CF card
= 1 addon
= O individual
E-C1 oem
- (] siemens
= Euser

T common

1 sinamics

-

06/22/15
86/22/15

Casinumerik 06/22/15 36 PM
~ E3startup 06/22/15 33 PM
= F3system 06/22/15 11 PM

-3 basesys ini 5917 02/16/15
3 cf-id 40 06/22/15
[2 config ini 40 06/25/15
[2 hook-all-finished 1067 04/01/14
- [B hwversions xml 712 86/25/15
em/etc

4:25
427
4:26
4:25
4:22:
= Fetc 06/25/15 7:64:39 AM
9:10
4:25
1.04
2:48
7.04

/user/s;jst

fam Mach.
data

This file (basesys.ini) must be opened and in the file, a search made for the
"Firewall" term (Fig. 2-29).

Figure 2-29 Calling the baseys.ini file
| B | s

Juser/system/etc/basesys.ini 1 | Goto

; Default Linux basesystem configuration alstart

: | Goto

! d

; section ID is ed ;) =

[Externallnterf

i If ExternallP ernet interfa

ce to use [IComplete words

; a fixed IP add []Exact expression

; if a Hostname | pirction forward by DHCP =

ExternalIP=192. ind +
Text FIREWALI v

ExternalNetMaska - 4 & Eplace

Gateway=192.168.10.1

Nameservers=8.8.8.8 8.8.4.4

s Timeservers=219,216.210.3

i Hostname=somename »

; Domain=example.com Cancel

; if ExternalIP is empty (default), DHCP is used with the following | v

P oK

Using VNC Viewer
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2 Using VNC software to access a SINUMERIK 828D

The firewall port is activated, by removing the semicolon of the selected line, as

can be seen in Fig. 2-30. The basesys.ini file is closed, and the machine switched

off. The change that has been made becomes effective the next time that the

control powers up (boots). The SINUMERIK user interface is to be displayed on the

external monitor.

Figure 2-30 Activating the firewall in the basesys.ini file

j Aby 86/25/15
Jog 9:27 AN

fuser/system/etc/hasesys.ini 125

8, resp.

i InternallldpEnabled=0

ExternallldpEnabled=6

[LinuxBase]

; Keep size of fuarflog/messages around this value (not followed ex
actly for

; performance reasons)

LogfilelLimit=102480

i Protocol/Port pairs to open in the firewall (e.g., TCP/5908, UDP/

514, ...)
FirewallOpenPorts=TCP/59@3 TCP/56797 TCP/7777 TCP/182 (1 k| TGP/
22

i If there is only one Ethernet interface, it's used by default as
an external
i (company) network., Alternatively, usage as automation net (TCU bo

ot support Continue
P L L L "
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